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Secure Wireless Communication in Active
RIS-Assisted DFRC Systems

Yang Zhang"”, Hong Ren

Ruisong Weng

Abstract—This work considers a dual-functional radar and com-
munication (DFRC) system with an active reconfigurable intelli-
gent surface (RIS) and a potential eavesdropper. Our purpose is to
maximize the secrecy rate (SR) of the system by jointly designing
the beamforming matrix at the DFRC base station (BS) and the
reflecting coefficients at the active RIS, subject to the signal-to-
interference-plus-noise-ratio (SINR) constraint of the radar echo
and the power consumption constraints at the DFRC-BS and active
RIS. An alternating optimization (AO) algorithm based on semi-
definite relaxation (SDR) and majorization-minimization (MM)
is applied to solve the SR-maximization problem by alternately
optimizing the beamforming matrix and the reflecting coefficients.
Specifically, we first apply the SDR and successive convex approxi-
mation (SCA) methods to transform the two subproblems into more
tractable forms, then the MM method is applied to derive a concave
surrogate function and iteratively solve the subproblems. Finally,
simulation results indicate that the active RIS can better confront
the impact of “multiplicative fading” and outperforms traditional
passive RIS in terms of both secure data rate and radar sensing
performance.

Index Terms—Reconfigurable intelligent surface (RIS), inte-
grated sensing and communication (ISAC), dual-functional radar
and communication (DFRC), physical layer security (PLS), active
RIS.

I. INTRODUCTION

NTEGRATED sensing and communication (ISAC) has at-
I tracted increasing attention in recent years as one of the key
candidate technologies to provide high-quality wireless com-
munication and radar sensing function. However, the sensing
function requires extra bandwidth and thereby intensifies the
problem of spectrum congestion. As a promising solution, the
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dual-functional radar and communication (DFRC) is regarded as
the paradigm of ISAC network for its resource efficiency, which
is capable of realizing communication and radar spectrum shar-
ing (CRSS) as well as the shared use of hardware platform [1],
(21, [31, [4], [5].

However, the dual-functional nature of DFRC signal may
lead to serious security concerns which is often ignored in
relevant studies. It is noteworthy that the DFRC transmit signal
is a jointly-designed waveform carrying both communication
and sensing signals. Hence, the embedded data can be easily
leaked to potential eavesdroppers and even targets when there
is no specific design to deal with the security issue. There have
been several studies in secure wireless communication in DFRC
systems recently [6], [7], [8], [9]. In particular, the authors
of [8], [9] considered the scenario where the targets serve as
the potential eavesdroppers in the multiple-input multiple-output
(MIMO) DFRC system, and proposed various algorithms for the
cases of imperfect, statistical channel state information (CSI),
and uncertain target direction estimation. Nevertheless, when
the channel of the legitimate communication user and that of the
potential eavesdropper are highly correlated, the aforementioned
techniques face limitations in terms of secrecy rate (SR).

The reconfigurable intelligent surface (RIS) can be an ef-
fective solution to the aforementioned problems owing to its
capacity of manipulating the wireless environment. Specifically,
an RIS is a meta-surface consisting of various low-cost passive
reflecting elements, each of which is capable of controlling the
phase shift of the incident signal independently. For commu-
nication tasks, the RIS can establish virtual links and recon-
figure the reflected signals constructively for legitimate users
and destructively for eavesdroppers by controlling the elements.
Consequently, it can strengthen the quality of service (QoS) of
legitimate users and weaken that of eavesdroppers, and thus
enhance the secure communication performance of the DFRC
system [10], [11], [12], [13], [14], [15]. For sensing tasks, the
deployment of RIS can create a virtual line-of-sight (LoS) link
for the sensing targets located in the non-line-of-sight (NLoS)
area of the DFRC base station (BS) and solve the problem that the
millimeter wave (MMW) can be easily obstructed. Therefore,
the deployment of RIS is regarded as an appealing innovation in
ISAC systems. Thanks to the above-mentioned advantages of the
RIS, RIS-assisted DFRC systems have been well studied over the
past few years [2], [16], [17], [18], [19], [20], [21], [22]. Gener-
ally, transmit beamforming vectors and the RIS coefficients are
jointly optimized in these studies for desired performance gain in
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communication or radar sensing. In particular, the authors of [16]
considered the four-hop echo model which is more practical
in RIS-assisted DFRC systems and proposed some methods to
tackle the quartic expression of the four-hop radar SINR without
considering the security problem. In addition, the authors of [20]
considered the dual-functional performance of an RIS-assisted
secure ISAC system, where the RIS not only enhances the
secrecy performance but also creates a virtual LoS link for the
target. Nevertheless, the secrecy performance is evaluated by
the SINR at the users and the eavesdropper instead of the SR of
the system.

Nevertheless, the performance gain of these passive RIS-
assisted schemes is limited owing to the “multiplicative fading”
effect of the RIS-reflecting link. In particular, the path loss of
the multi-hop link is equivalent to the product of those of the
constituent channels. As demonstrated in previous works, the
capacity gain provided by the RIS-reflecting channel can only
be observed when the direct link is very weak, which is owing to
the severe equivalent path loss of the RIS-reflecting channel [23].
This may result in limited QoS at legitimate users and low
received signal power at the BS, limiting the dual-functional
performance of the system. Although passive RIS can provide
an array gain proportional to square of the number of its ele-
ments [24], [25], it requires a large number of reflecting elements
to overcome the severe propagation loss, which will result in
high channel estimation overhead and excessive optimization
complexity [26], [27].

To overcome the “multiplicative fading” effect in passive
RIS-assisted systems, the novel concept of active RIS has been
proposed recently [23]. In particular, each element of the active
RIS is equipped with a reflection-type amplifier, so the amplitude
and phase shift of the reflected signal can be adjusted simultane-
ously with extra power consumption and non-negligible thermal
noise. Based on the amplification function, the active RIS can
efficiently address the severe fading issue and acquire higher
received signal power through the RIS-reflecting channel com-
pared with the traditional passive RIS [28], [29]. In terms of the
security of wireless networks, the active RIS can achieve much
better QoS of legitimate users, while destructively reconfiguring
the signals to the eavesdroppers for less data leakage. Hence,
active RISs have been recently amalgamated with physical
layer security. For example, the authors of [30] and [31] have
proposed a novel scheme of active RIS-assisted secure commu-
nication in a multiple-input single-output (MISO) system, and
presented solutions to several optimization problems including
SR maximization. Furthermore, the authors of [32] proposed
a novel framework of double-faced active RIS to enhance the
secure communication performance. However, these works are
restricted to non-sensing settings and their algorithms cannot be
applied straightforward to the DFRC models.

Owing to the aforementioned research gaps, the deployment
of the active RIS is also regarded as a promising innovation in
secure DFRC systems. Except for the advantages in security
concerns, it is also demonstrated that the active RIS is suitable
to overcome the severe propagation loss of the multi-hop radar
echo channel, and obtain higher signal power at the receiver
of the DFRC-BS for better sensing resolution [33], [34], [35].

However, there are only a few contributions devoted to the
security problem in active RIS-assisted DFRC systems. In par-
ticular, the authors of [36] studied the secure communication in
an active RIS-assisted THz ISAC system with delay alignment
modulation, while the dedicated sensing signal is not consid-
ered in their system model, and the four-hop radar echo is not
appplied as the sensing metric. In addition, the authors of [37]
studied the SR maximization problem in an active RIS-assisted
mutiple-user multiple-input single-output (MU-MISO) DFRC
system by jointly designing the transmit beamformers, the radar
receive beamformers and the reflecting coefficient matrix at the
active RIS. They also considered the four-hop radar SINR to
evaluate the sensing function of the DFRC system. However,
the thermal noise introduced by the active RIS, the interference
in the radar echo, and extra power consumption were totally
neglected in their system model, which is an ideal assumption
ignoring the practical features of the active RIS.

Motivated by the aforementioned background, this paper aims
at investigating the SR maximization problem in an MISO
DFRC system with the presence of active eavesdropping. In
particular, the non-negligible interference and noise in the four-
hop radar echo signal and extra power consumption at the active
RIS are considered. The main contributions of this paper are
summarized as follows:

1) We consider an active RIS-assisted DFRC system with a
DFRC-BS, asingle-antenna legitimate user and a potential
eavesdropper as well as a target located in the NLoS
area of the BS. Then, we formulate an SR maximization
problem subject to the transmit power budget and radar
SINR constraints, and optimize the BS precoding matrix
and the RIS reflecting coefficients.

2) We propose an alternating optimization (AO) algo-
rithm based on the semi-definite relaxation (SDR) and
majorization-minimization (MM) algorithm to tackle the
non-convex problem. In each subproblem decomposed by
the AO algorithm, we first use the method of successive
convex approximation (SCA) to handle the radar SINR
constraint and apply SDR to reformulate the problem.
Then we obtain the concave approximation function by
using the first-order Taylor expansion, and apply the MM
algorithm to iteratively solve the subproblems. By alter-
nately optimizing the precoding matrix and the reflecting
coefficients, the algorithm can converge to a sub-optimal
point of the original problem.

3) Simulation results are presented to verify the advantages
of the active RISs over traditional passive RISs with the
same total power budget in our proposed scenario. It is
demonstrated that both the SR and the radar SINR of
the DFRC system can be significantly enhanced with the
deployment of an active RIS. Besides, the results indicate
that the SR performance can be enhanced by increasing
the transmit power and the number of RIS elements, and
the power allocation between the DFRC-BS and the active
RIS also has significant impact on the achievable SR.

The remainder of this paper is organized as follows. In
Section II, we introduce the system model of the active RIS-
assisted DFRC system, and formulate the SR maximization
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Fig. 1. An active RIS-assisted secure DFRC system.

problem. In Section III, we develop an SDR-MM-based algo-
rithm. Simulation results are provided in Section IV, and Section
V briefly concludes the paper.

Notations: Constants, vectors and matrices are denoted by
italics, boldface lowercase and boldface uppercase letters, re-
spectively. For a complex value a, Re(a) denotes the real part
of a. For areal value b, [b]* denotes max(b, 0). CM*V denotes
the set of M x N complex vectors or matrices. E{-} denotes
the expectation operation. ||x||, denotes the 2-norm of vector
x. ||A||r and tr(A) denote the Frobenius norm and trace of A,
respectively. A*, AT and A denote the conjugate, transpose
and Hermitian transpose of A, respectively. A, ) denotes the
(m,n)-thentry of A. diag(-) and vec(+) represent the diagonal-
ization and vectorization operators, respectively. ¥(x) denotes
the operator of transforming vector x € CV “Uintoan N x N
matrix. V f(x) denotes the gradient of the function f with
respect to (w.r.t.) the vector x. B ® C denotes the Kronecker
product of B and C. Iy denotes the N x NN identity matrix, and
r ~ CN(0,I) denotes a random vector following the Gaussian
distribution of zero mean and unit variance.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

As shown in Fig. 1, we consider an active RIS-assisted secure
DFRC system. The DFRC-BS equipped with a uniform linear
array (ULA) of M antennas serves a single-antenna legitimate
user, while a single-antenna eavesdropper intends to wiretap the
confidential information. Meanwhile, the DFRC-BS also intends
to detect a point-like target, which is located at the NLoS area
of the DFRC-BS.! Besides, an active RIS with IV reflecting
elements is deployed in the system to assist the radar sensing
and secure communication.

1) Transmit Signal Model: We consider that the BS sends
both confidential communication and dedicated sensing signals
using transmit beamforming technique to facilitate the dual
function of the system. Let us denote s as the confidential
communication signal and d € C**! as the dedicated sensing

"'We adopt this assumption to lay emphasis on the function of the RIS in
creating virtual LoS link for sensing function. If the direct link between the
DFRC-BS and the target is not negligible, the expression of the radar echo can
be more complicated and challenging to handle. Nevertheless, our algorithm
can still be applicable to the aforementioned scenario owing to the identical key
challenges, such as the quartic form of the radar SINR constraint.

signal, respectively. It is assumed that the dedicated sensing
signal d is generated as pseudo-random sequences satisfying
E{d} = 0 and E{dd"} = I/, and can be a priori known by
the DFRC-BS, the user and the eavesdropper [38]. In addi-
tion, the communication signal satisfies s ~ CN (0, 1), and is
independent of the dedicated sensing signal. We denote W, =
[Wet, Wro, ..., Wy ] € CM*Mandw, € CM*! as the beam-
forming matrix and vector of sensing and communication sig-
nals, respectively. Therefore, the transmit signal of the DFRC-
BS is given by

x =W,d + wcs = W§, (1)

where W 2 [W,,w.]eCMx(M+1) s=[d"s]Te
CM+Dx1"and the covariance matrix of the transmit signal can
be written as
M+1
R=E {XXH} =WWH = Z WiW?, 2)
i=1
where w; denotes the ¢-th column of matrix W.

We first consider the secure communication function and
denote Hpyr € (CNXM, hpy € (CMXI, hpg € (CMXI, hry €
CN*1 and hgg € CN*! as the channel coefficients from the
BS to the RIS, from the BS to the user, from the BS to the
eavesdropper, from the RIS to the user and from the RIS to
the eavesdropper, respectively. We also assume that the CSI
of the above channels is perfectly known at the DFRC-BS by
applying low-complexity channel estimation methods [39], [40],
[41]. It is worth noting that the eavesdropper is assumed to wire-
tap the communication signal by actively attacking the system.
Specifically, the eavesdropper can mislead the DFRC-BS by
sending pilot signals during the channel estimation phase and
pretend to be a legitimate user [42]. Therefore, the DFRC-BS can
acquire the CSI of both the user and the eavesdropper during the
channel estimation procedure. Furthermore, owing to the severe
multiplicative path loss, we can neglect the signals reflected by
the active RIS for more than two times. Therefore, the signal
received at the legitimate user and the eavesdropper can be
respectively given by

yu = (hijy + hijy®Hggr) x + hijy v, +ny, ()
Yg = (th + th@HBR) X+ th'I'vl + ng, (4)

where ny ~ CN(0,0%) and ng ~ CN(0,0%) denote the ad-
ditive white Gaussian noise (AWGN) at the user and eaves-
dropper, respectively, and matrix ® = diag(¢1, ¢z, ..., dN) is
the diagonal reflecting coefficient matrix of the active RIS with
¢; = Bie?Vi, where B; > 0 and ¥; € [0,27) are the amplitude
and the phase shift of the i-th reflecting element, respectively.
Compared with traditional passive RISs, the elements of an
active RIS are equipped with reflection-type amplifiers which
consume extra power to amplify the incident signal, and thus
the thermal noise at the active RIS is non-negligible. Further-
more, the amplitude /3; also represents the amplification gain
of the i-th reflecting element, and satisfies 3; < n; with n; > 1
denoting the maximum amplification gain. Finally, the vector
vi ~ CN(0, 02 I) denotes the zero-mean AWGN at the active
RIS.
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Then, we consider the sensing function of the DFRC system.
We assume that the potential target is located in the NLoS area
of the BS owing to the blockage, and the virtual LoS channel
created by the active RIS is much stronger than the NLoS
one. Hence, the effect of NLoS channel between the BS and
sensing target can be neglected. In addition, it is assumed that
the location of the active RIS is well designed with few obstacles.
Therefore, we define the response channel matrix G € CNV*N
of the sensing target to the RIS as

G =~a(0)a" (0), (5)

which is based on the clutter-free model [43], [44], and y denotes
the complex path loss coefficient of the response channel. The
vector a(f) represents the steering vector of the RIS and 6
denotes the angle of departure (AoD) of the target towards the
active RIS, which is given by

a(f) =

5.

27 QRIS o4 27 ORIS (N _1)si H
1’6J27r LS sind “’eJ27r US (N 1)51119:| , (6)

where dg1s denotes the interval between adjacent RIS elements
and A denotes the carrier wavelength. Since the information
signal s and the dedicated sensing signal d can be jointly utilized
to illuminate the sensing target, the radar echo received at the
DFRC-BS can be given as

yr = Hi ®"G®Hprx + HIL #1GPv,
+ HERQVl + HER‘}HVQ + H}BIR@HBRX +ng, (7)
N————

Interference Echo

where the vectors v, ~CN(0,02Iy) and ng ~ CN(0,
0%{1 ) denote the dynamic thermal noise at the active RIS
in the uplink reflected signal and the noise at the DFRC-BS
receiver, respectively. Note that the reflecting coefficients are
considered as the same in the two reflections during the transmis-
sion, since the active RIS cannot switch its elements within the
time interval between the two reflections.? In addition, the echo
directly reflected by the RIS in the first reflection in (7), namely
H}BIRQHBRX, is considered as interference with no information
of the sensing target.

Finally, it is worth noting that the active RIS first reflects
the transmit signal to the legitimate user, eavesdropper and the
target, then reflects the echo signal from the target to the DFRC-
BS. The first and second reflected signal in this process can be
respectively given by

yr, = ®Hprx + Pvy, ®)
Vi, = ®HG®Hprx + @G Pv, + &My, 9)

2) Metrics of Dual Functional Performance: Firstly, based
on the aforementioned model of transmit signal, the signal-to-
noise-ratio (SNR) of the legitimate user and the eavesdropper

>The technique of reconfiguring the RIS elements based on the positive-
intrinsic-negative (PIN) diodes is widely applied in practical, and the minimum
switching time of PIN diodes is 0.2us [24]. Hence, owing to the severe path loss
of the radar response channel, we assume that the distance between the active
RIS and the target is not long enough for the RIS to switch its elements during
the propagation interval.

are respectively give as

gU _ ’(th + thQHBR) WC|2

01211 thUéni + U%J

(10)

| (h, + hE L ®Hpr) w.|’

7 [ + ok

{p = (1D
Note that the user and the eavesdropper are assumed to be
capable of canceling the sensing interference with the prior
knowledge of the dedicated sensing signal®. In addition, the
dedicated sensing signal d is generated as pseudo-random se-
quences and readily known by the user and the eavesdropper
prior to the transmission. Hence, both the legitimate user and the
eavesdropper are capable of canceling the sensing interference
with the prior knowledge of d via interference cancellation
techniques such as successive interference cancellation [17],
[45], [46]. Therefore, the achievable transmission rate (nat/s/Hz)
of the user and eavesdropper can be respectively written as

Ry = ln(l -‘rfU),RE = ln(l + fE)

Then, the secrecy rate from the user to the DFRC-BS is given
by

12)

S = [Ry — Rg]". (13)

For radar sensing function, it is worth noting that the DFRC-
BS receiver has the complete knowledge of the transmit signal
X, so the communication waveform as well as the sensing signal
in the radar echo can be utilized. Let us define the following
matrices

A £ HE.®"G®Hpy,B £ HE; ®Hgp,

C2HE,2"G® + Hi;®,D £ HE o,

then the SINR of radar echo received at the DFRC-BS receiver
can be written as [19], [47]

&r = tr (ARAMJ), (14)

where J represents the interference-plus-noise covariance ma-
trix, which is given by [48]

J=BRB! + N, (15)

where

N =07 CC" + o, DD" + o1 (16)

In addition, the transmit power of the DFRC-BS can be ex-
pressed as

P=E{|xl3} = tr(R), a”

3The authors of [45] have defined two types of communication receivers in
ISAC systems as type-I and type-II receivers. In particular, type-I receivers are
not capable of canceling the interference introduced by the dedicated sensing
signal, while type-II receivers can cancel the interference with prior knowledge
of the sensing signal. We assume that the legitimate user and the eavesdropper
are both type-II receivers in this paper.
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and the power consumption of the active RIS in the first and
second reflection can be respectively given by

n = E { v 13}

= ti(Hjg " ®HgrR) +o,, [E:2[F=S

P, =E{ |y I3} (18)
= tr (Hip @"G"®2"GPHErR)
2 2
+op [|[@MGe|y + ol |25 (19)

B. Problem Formulation

In this paper, we aim to maximize the SR of the DFRC system
by jointly optimizing the transmit beamforming matrix W at the
DFRC-BS and the reflecting coefficient matrix ® at the active
RIS, subject to the transmit power constraints at the DFRC-BS
and the active RIS, the minimum radar SINR constraint and
the maximum amplification gain constraint. Therefore, the SR
maximization problem can be formulated as follows:

%jasé Ry — Rg (20a)
st &R > (20b)
P, < P, (20c)

Pp, + Pa, < Pris, (20d)
@] <mivi=1,2,....N, (20e)

where F is the transmit power budget of the DFRC-BS, Pr1s
is the total power consumption budget of the active RIS, and ~,
denotes the minimum SINR threshold at the DFRC-BS receiver
with given azimuth angle from the target towards active RIS.
Note that the operator []™ in the expression of SR is omitted
here since we can obtain the optimal value of S'as S = [Ryax] +,
where Ry, .x denotes the optimal value of Problem (20).

Problem (20) is obviously non-convex due to the complex
form and highly coupled variables in the objective function
and constraints. It is challenging to directly obtain an optimal
solution of the original problem, so AO algorithm is also applied
to solve the problem.

III. THE SDR-MM-BASED AO ALGORITHM

In this section, we decouple the original problem into two sub-
problems, and alternately optimize the transmit beamforming
matrix W and the reflecting coefficient matrix ®. In particular,
we first use the SCA method to tackle the radar SINR constraint,
and apply an SDR-MM-based algorithm to iteratively optimize
‘W and @ in the two subproblems.

A. Optimizing W With Fixed ®

In this subsection, the transmit beamforming matrix W at
the DFRC-BS is optimized with given reflecting coefficient
matrix ®. Then, the original Problem (20) can be reformulated

as follows:
max In <] + ’}_IEWMHE) (21a)
w 1+ |haM+1|
s.t. &R > " (21b)
tr (R) < P, (2lo)
tr (TR) < Pris, (21d)

where l_lg, ﬁg, T and Pgig are respectively given by

BE 2 (B + bl @Hpr) /)02, b @|2 + o2,

Bl 2 (bl + il ®H) /)03 [hf @]} + o2,
T 2 Hir ®"®Hpr + Hiz 2" G " ®®"GPHgpp,
Pris & Pris — (0}, +03) ||‘I’||% — o, H‘I’HG(I)H;'

It is obvious that Problem (21) is still non-convex owing to
the forms of objective function (21a) and radar SINR constraint
(21b). To tackle this problem, we first apply the SCA method to
reformulate constraint (21b) into a more tractable form. By using
the following Lemma 1, we can find a convex approximation of
&R-

Lemma 1: Given X3, J (1) as the value of X, J in the k-th
iteration, we have

tr (XMJ'X)
H 1-1 -1 H -1
> 2Re (1 (X[ 34 X)) = tr (35 X0 XH 30 9)
(22)
Proof: Please refer to Appendix A. |

The lemma provides a lower bound of functions with the
form of tr(X*"J~!X). Hence, by letting X = AW in equal-
ity (22), &g can be approximated as shown in (23) shown at
the bottom of the next page, where w;(y denotes the value
of w; in the k-th iteration, Ry = Wi(k')WzH(k) and constant

a 2 tr(J(’kl)AR(k)AHJ(’kI)N). Substituting (23) into (21b),
(21b) can be approximated as a more tractable form written as
(24) shown at the bottom of the next page.
We next apply the SDR method and let
W, = [wi 1] [wi 1] =12, M +1.

7

(25)

Then, by substituting (23) and (25) into Problem (21) and
relaxing the rank-1 constraint, Problem (21) can be reformulated
as

{V\r/ril?éf‘ C (W) (26a)
M+1

s.t. Z tr (HL;W,) + e, <0, (26b)
i=1
M+1

(26¢)

S tr(Wi) < R+ M+1,
i=1
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M+1
Z tr (TW;) < Pgis, (26d)
=1
W, =0, (26e)
Wini+i,m41 =1, (26f)
BuBl O _ [BehE  Ou
o e =[50 an
H-1 H-1 Hy-1
~wi( AT LA 0

Furthermore, denoting W, = W, for simplicity, we have
C(W.) = 1n(tr (HyW,)) — In (tr (HEW,.)).  (28)

Problem (26) is still non-convex due to the form of the objec-
tive function. Hence, the classical iterative approach, i.e., MM
algorithm is employed to address this problem. By applying the
following Lemma 2, we can obtain a concave surrogate function
of (26a) and iteratively solve the problem with the surrogate
function.

Lemma 2: For any concave function f(X), we have

FX) < f (X)) + 0 (VS (X)) (X =Xw))

where X1y is the value of X in the k-th iteration.
Proof: Please refer to [49]. |
The lemma provides a linear lower bound of any concave
function. Therefore, with feasible point W, the lower bound
of the objective function in the (k+ 1)-th iteration can be
derived as

C (WC) >1In (tI‘ (HUWC)) —1In (tI‘ (HEWc(k)))

(29)

Hg
—tr|{ ————— (W, — W,
g (tl" (HEWc(k)> ( (k))>

2 C(W[Wep)) - (30)

It is also simple to verify that C (W.|W ) satisfies the fol-
lowing four conditions [49]:

1) O(WC|WC(k))|Wc:Wc(k) = C(WC)‘Wczwc(k);

2) VO(W W) lwe=w, ) = VO(We)lw.=w.
3) (?(W0|Wc(k)) < C(WC)’

4) C(Wc|W ) is continuous in both W and W ().

Hence, C(W, |W (1)) can be considered as a surrogate func-
tion of the objective function in Problem (26). By dropping the
constant terms in the surrogate function, Problem (26) can be
approximated as

max
M+1
{Wi }z:Jlr

In (tr (HyW,)) — tr ( HeWe >

tr (He W)

s.t. (26b) ~ (26e), (31a)

which is a concave maximization problem and can be directly
solved via the MOSEK solver in CVX [50]. Nevertheless, the
corresponding beamforming vectors w; may not be recovered
through the optimal solution of Problem (31) since the rank-
1 constraint is omitted. Therefore, the method of eigenvalue
decomposition and Gaussian randomization are applied to con-
struct the rank-1 solution.

Furthermore, the convergence of optimizing W, is non-
decreasing according to the key property of MM algorithm,
and we can finally obtain a sub-optimal point of Problem
(26). By using the eigenvalue decomposition and Gaussian
randomization methods, we can obtain an optimal rank-1 so-
lution W?pt, and then the optimal transmit beamforming vec-
tors w™" can be derived as (Vmax (W) (1.1)) \/ Amax(WEP?)
and WPt = [wiP' woP" ..., wiht ], where Amax (W5P') and
Vmax(W;)pt) denote the largest eigenvalue and its correspond-
ing eigenvector of Wfpt, respectively.

B. Optimizing ® With Fixed W

In this subsection, the reflecting coefficient matrix ® at the
active RIS is optimized with given beamforming matrix W.
Then, Problem (20) can be recast as

mgx RU — Rg (323)
st &R >, (32b)
Pa, + Pa, < Pris, (32¢)
|®pig] <mivi=1,2,...,N. (32d)

Problem (32) is still non-convex and difficult to handle due to
the objective function and the quartic form of ® in constraints
(32b) and (32c). To this end, we transform the problem into a
more tractable form and apply the SDR-MM-based algorithm.
We first denote v = ¢y, é2, - .., on]2 € CV*! for further
manipulations. Using vector v, R; in the objective function can

M+1

tr (ARAMI™!) > 37 2Re (Wl AT Awy) = 3 b () Awiggwh AR T)
i=1 =1

(k)

M+1

(k)

M+1 M+1
= > 2Re (W, AT Awi) = S b (30 ARy ATT ! BwiwlBY) — o, (23)
1=1 i=1
M+1
HppH1— Hy— H aHa-
> {WIBMI; ARy ARI ) Bw; - 2Re (wh) ATIG) Aw;) |+ aq 4, <0, (24)

i=1
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be expressed as (33) shown at the bottom of this page. We then
apply the SDR method, let v = [vi 1]H, V = vv, and the
expression of R; in (33) can be further reformulated into a more
tractable form as R; = In(tr(H;, V)) — In(tr(H;,V)), where

H,, is given by (34) shown at the bottom of this page, and

- Hixn  Onx
2 b

H; =
O1xn a;

where H;n = o2 diag(h}};)(diag(hf},))".

To tackle the quartic form of @ in constraints (32b) and (32c),
we first denote V = vv! and v = vec(V). By applying Lemma
1, the lower bound of radar SINR in constraint (32b) is given by

tr (ARAMJ™) > 2Re( (ARA(z)J( )))
(J(z>A<z>RA< )Ja)J)

where A(;),J(;) are the value of A,J in the /-th iteration,
respectively.

Then, by using the property tr(A"B) = (vec(A))"vec(B)
[51], the first term on the right hand side of (35) can be refor-
mulated as

tr (ARAE)J(;;)

(35)

= tr (HBRRA( I Hip 2! G@)

@

= ((vec (HBRJ(Z;A(Z)RHER))H vec (BHG®).  (36)
Furthermore, by using the property vec(ABC) = (CT ®
A)vec(B)[51], we have
vec (B"G®) = (& ® ®*) vec (G)
= diag (vec (G)) v, 37)

where the second equation holds since ® @ ®* = diag(v). By
using (36) and (37), the first term on the right hand side of (35)

can be reformulated as
2Re (tr (ARA{I ) = 2Re (pV),  (38)

where
H
pH — (vec (HBRJ@;A(URHgR)) diag (vec (G)). (39)

By defining the constant matrix E = J(’lﬁA(l)RA(l)J(l) =0
in the [-th iteration, the second term on the right hand side of

(35) is transformed into

(J(Z)A(URAE)J&;J>

= tr (EHjR ®E, 2" Hpp)

quadratic term

+ 20, Re (tr (EHpr " G®®"Hgg))

cubic term

+02 tr (EHER @GO @ GH®HpR) + oftr (E), (40)
——

quartic term constant

where B, = (03, + JUZ)IN + HgrRHIL. It is worth noting
that (40) is a quartic expression with quadratic, cubic and quartic
terms with respect to ®. To tackle the high-order form of
(40), we construct a lower bound of £g with a more tractable
low-order form. According to the property tr(ABCD) =
(vec(DT))T(CT ® A)vec(B)[51], the quartic term on the left
hand side of (40) can be transformed into a quadratic expression
of v.
oo tr (EHRR " GP2" G ®Hpg)

= o} tr (HgrEHER 2" GRIy 2" G @)

— 02 (vec (®"G®))" (Iy ® HegrEHEy,) vec (37 G®)
=v1Q, 1

where matrix Q; = o}, diag(vec(G))"(Iy ® HgrEH}R)
diag(vec(G)). Then, similar to the method of obtaining (38),
the quadratic term on the right hand side of (40) can be further
transformed into

tr (EHER ®E, " Hpp)

= (vec (B)))" diag (vec (HBREHEIR)) v
=PV, (42)
where
pgl = (vec (El))H diag (vec (HBREH}BIR)) . (43)

Finally, we can obtain a more tractable upper bound of the cubic
term on the right hand side of (40) by using the following lemma.

Lemma 3: Given K;), Ly as the value of K, L in the I-th
iteration, we have

2Re (tr (KL"))
Lol Ko s,

~ Kl ol
Proof: The above inequality can be obtained through the

. Lyl IKoylr 1 12
— > (.
expansion of ||/ i K — /L - Ll = 0 u

IN

(KK") + (LLY).

Ri = In (|(b; + hil, @Hgr) we|* + o2, [0, ®|; + 07) — In (o2 [|nf,@; + o?)

~In (\ (bl + vMdiag (hE,) Her) we|* + o2, |[vFdiag (b)) ||; + 0—3) “In (03] [vFdiag (i) > + 03) . (33)
g _ |diag (hfl) Hepwew! Hijydiag (hff)" + Hiy - diag (hf};) Herwow!'hs; | )
; hi, w wHHE, diag (hi,)" 02 + whhph w,
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Based on Lemma 3, we have

207 Re (tr (EHE, @"G®®"Hpp))

2 2 | pH H 2 1 H 2
<ot (9 e B+ o |#tca; )
=pr,v + vIQuv, (44)
where ﬁzz||‘I’3)G(I’(l)||F/||‘I’5)HBREHI§RHF and q)(l)
denotes the value of @ in the I[-th iteration, pgz =
o2 B*(vec(Hgr EHEL Hpr EHER )" diag(vec(Iy)), and

2

Uv,
Q=7

respectively. Substituting (38), (41), (42) and (44) into (35), a
more tractable lower bound of £ as a quadratic function of v
is given as

&r > 2Re (p'V) — 3V —¥HQIv — v Quv — an,  (46)

(diag (vec (G)))™ (diag (vec (G))),

(45)

where p, £ P21 + P2, and o e (fﬁtr(E). Since equation
v = vec(V) holds, we can reformulate the right hand side of
(46) as a function of V as

2Re (pi'V) — py'v — v7Qv =¥ Qv — oy
= —tr (VM V) — tr (VM , V1)
+tr (N1 V) +tr (VIN L) —

= —tr (VM VY) +tr (N|V) — s, (47)
where

M1 = Qip:n,i:ny; M2 = Qopien, i85 (48)

N{-I,l =Y (p1 —p2),Nip =2 (p1), (49)

M; =M +M;,,N; =N+ Njp. (50)

The proof of (47), (48) and the positive semi-definiteness of M
can be found in Appendix B.

We then transform the expression of the transmit power of the
active RIS into the quadratic form of V. In terms of the left hand
side of constraint (32c), we have

Py, + Pa, = tr (2,2"®) + tr (E:2"G"22"G®),
(5D
where =, = HBRRHER + (0’12)] + 0'12}2)1]\/, =3 = Hr
RHI; + 012“1 ~, respectively. Then the right hand side of
(51) can be reformulated as a function of v as

tr (2,8"®) + tr (2,27 G1od"G) = v1'Q;v + piiv,

(52)

where Q3 and pj are respectively given as
Q; = diag (vec (G) (Iy ® E3) diag (vec (G)),  (53)
pi = (vec (82))" diag (vec (Iy)). (54)

In addition, the expression of (52) as a function of V is given as

vHQsv + piv = tr (VML V) + tr (N, V), (55)

where

M, = Qsin1:v], N3 = 2 (ps).- (56)
Note that matrix M, is also positive semi-definite, and the de-
tailed proof can be found in Appendix B. Finally, the constraint
(32d) can be reformulated as Vi <n7,i=1,2,...,N,
V(n41,n4+1] = 1. With the rank-1 constraint relaxed, Problem
(32) can be reformulated as

m‘g}x R (V) (57a)
st |[VLi|[g — tr (N V) + e, <0, (57b)
VLo [[f + tr (N2V) < Pris, (57¢)

Vi <nii=12,...,N, (57d)
Viniin+ =1, (57e)
V-0, (57f)

where e; = ap + 7, L; are the Cholesky decomposition of pos-
itive semi-definite matrices M;, namely M; = L; L?,i =1,2,
and the detailed expression of R(V) is shown in (58) shown at
the bottom of the next page. Since V = \_/'[1: N,1:N] 1s an affine
function of optimization variable V, it has no influence on the
curvature of the constraints. Similar to (26a), we adopt the MM
algorithm to tackle the non-convexity of the objective function.
By using the first-order Taylor approximation at the given point
\_/'( 1)» the objective function can be transformed into (59) shown
at the bottom of the next page. By dropping the constant terms
of R(V|V ), Problem (57) is approximated as

B _ I:IUz \V
max In (tx (Hy, V) (tr(HUV>

+1In (tr (Hg,V)) — tr <__V

s.t. (57b) ~ (571), (60a)
which is a concave maximization problem and can be solved
via the MOSEK solver in CVX toolbox. The convergence of
optimizing P is also non-decreasing and we can iteratively
obtain the sub-optimal V. Similarly, the rank-1 solution of V
as V°P! can be recovered by applying the eigenvalue decom-
position and Gaussian randomization methods, and the opti-
mal solution ®°P* can be obtained through V°P' as Pt —
diag((ymax (VOpt) [1:N] ) )"max(VOpt))-

We summarize the detailed procedures of the overall
SDR-MM-based AO algorithm to optimize W and @ in
Algorithm 1, where Wy and ®[g) are initialized randomly as
the feasible points of the original Problem (20). Note that Wy
and ®(; denote the values of W and @ in the ¢-th outer-layer
iteration, while W(k) denotes the value of W in the k-th
inner-layer iteration, and <I>(l) denotes the value of ® in the
l-th inner-layer iteration, respectively.
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Algorithm 1: SDR-MM-based AO algorithm.

1: Initialize iteration number ¢t = 0, the maximum numbers
of outer-layer iterations t™** and inner-layer iterations
T, ", Initialize W o) and @ ).

2: Repeat:

3 Letk =0.
4. Repeat:
5:

6

Calculate W ;4 1) according to (31).
Recover the rank-1 solution by eigenvalue
decomposition and Gaussian randomization.
7: Letk =Fk+ 1.
8:  Until Convergence or k = 7%,
9: Let W[t] = W(k), and [ = 0.
10: Repeat:

11: Calculate ® ;1) according to (60).

12: Recover the rank-1 solution by eigenvalue
decomposition and Gaussian randomization.

13: Letl =1+1.

14: Until Convergence or | = 1,72,

15: Let @) = @), and t =1 + 1.
16: Until Convergence or t = t™2*.

C. Algorithm Analysis

1) Convergence Analysis: According to the aforementioned
analysis, the convergence of the MM algorithm is non-
decreasing. Since our variables W and ® are bounded by
constraints, the convergence of the proposed SDR-MM-based
AO algorithm is also non-decreasing and a sub-optimal point of
our original problem can be obtained when the SDR-MM-based
AO algorithm converges.

2) Complexity Analysis: The computational complexity of
solving Problem (31) and (60) mainly lies in the interior point
method, which is given by [52]

1

m

J 2 J
O[S kj+2m ]| n{n?+> (B+E)+nd a?| |
j=1 j=1 i=1

where n denotes the number of variables, .J denotes the number
of linear matrix inequality (LMI) constraints, k; denotes the size
of the j-th LMI constraint, m denotes the number of second-
order cone (SOC) constraints, and a; is the size of the i-th SOC

We first analyze the complexity of solving Problem (31)
and (60) with CVX. Problem (31) contains J; = (M + 4)
LMI constraints of size k; = (M + 1), and the number of
variables is n; = (M + 1)*. Ignoring the constant value, the
approximate computation complexity of Problem (31) is given
as o] = O((Jlkl)l/zm(n% +n1J1k? + Jik3)). Similarly, the
approximate computational complexity of solving Problem (60)
with J2 = 2,]62 = (N+ 1),712 = (N+ 1)2,7’77,2 = 2,@2 =
(N+1)?% is given by o0y = O((Jaks 4 2my)"/?>ny(n3
+ anzk% + Jzkg + mympay)). Furthermore, to obtain the
computational complexity of Algorithm 1, let us define 50
as the number of iterations of the AO algorithm, t; as the
number of iterations of beamforming matrix optimization, and
t, as the number of iterations of reflecting coefficient matrix
optimization. Hence, the overall computational complexity of
the proposed algorithm is given as t 5o (t101 + t207).

IV. SIMULATION RESULTS

In this section, simulation results are provided to illustrate
the advantage of integrating an active RIS into the DFRC system
for enhancing the dual-functional performance. Each simulation
result in this section is obtained as the average of more than 100
independent channel samples.

A. Simulation Setup

1) Communication Channels: According to the aforemen-
tioned system model, the location of the active RIS is designed
carefully with few obstacles in the wireless environment, while
the DFRC-BS may be located in a relatively crowded area.
Thus, without loss of generality, channels Hgg, hry, and hrg
are modeled as Rician fading, and channels hgy and hpgy
are modeled as Rayleigh fading, respectively. The small-scale
fading model of Rician channel is given as

_ 1 - [
H=,/—H «——H
1 NLos 1 o oS

where r denotes the Rician factor, Hyyos and Hj s denote the
NLoS and LoS channel component between two devices, respec-
tively. The NLoS component Hy; s follows Rayleigh fading,
and the LoS component Hy s can be expressed as a, (6, )al' (),
where

(61)

iy dy o dy . H
constraint. a (0)) = {LeﬂﬂTsmela RPN eﬂﬂT(Dt_l)Smal} (62)
R (\7) =In (tr (I_{U1V)) —In (tr (I_{Ug\_/')) —In (tr (I_{El\_f)) +1n (tr (I:IEQV)) ) (58)
- - _ H _ _
R(V[Vg) = In(tr (HuiV)) —In (tr (Hu2V(p))) — tr <tr(l—{£2\—,m) (V- V(z)))
o o B
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H
ejZﬂ' d/—z (D,—1)sinfy
)

a (92) _ 1, ejzﬂ%511102, o (63)

Parameters D, and D; denote the number of anten-
nas/elements at the side of the receiver and transmitter, the angles
#, and 6, denote the AoD and the angle of arrival (AoA), and
dy, dy denote the intervals between adjacent antennas/elements,
respectively.

The large-scale path loss in dB is modeled as

PL = PL, — 10alg (j) 7 (64)

0
where PLy = —30 dB is the path loss at the reference distance
dy = 1 m, d is the link distance, and « denotes the large-scale
path loss exponent.

2) Sensing Response Channel: To evaluate the fading nature
of the target response channel, radar range equation is referenced
to model the path loss coefficient v in matrix G. By assuming
that the target can be considered as a single scatter object,
and the wireless sensing environment can be viewed as free
space, the received radar echo power is given as

242
p=p ot
(47)” R*

where P; denotes the transmit power, G denotes the array gain
at the radar, A denotes the wavelength and A denotes the radar
cross section (RCS) of the sensing target, respectively. Since the
direct link between the DFRC-BS and the target is obstructed,
the active RIS can also be regarded as a monostatic MIMO radar,
and the complex path loss coefficient can be modeled as

(65)

A2A

66
(4m)’ RY (©0

"Y =
where the RCS of the sensing target is set as A = Im*[53].

3) Parameters Setup: Unless otherwise stated, the simula-
tion parameters are set as follows: Carrier frequency of f =
2.7 GHz, channel bandwidth of B = 10 MHz, power density
of thermal noise at the legitimate user, eavesdropper, radar
receiver and active RIS of o2 /B = —174 dBm/Hz[28], number
of transmit antennas of M = 4, number of reflecting elements
of active RIS of N = 12, maximum power budget of the BS
of Py = 30 dBm, maximum power budget of the active RIS
of Pris = 17 dBm, the threshold of radar echo SINR of ~, =
—60 dB, Rician factor of x = 3, and the large-scale path loss
exponents of Rayleigh and Rician channels are set to a; =
3.5 and ap = 2.2, respectively. For simplicity, the normalized
intervals d/A are set to 0.5. For Algorithm 1, the target accuracy
of convergence is set as e = 10~ for both the inner-layer and the
outer-layer iterations. Finally, the geometrical model is arranged
as shown in Fig. 2.

B. Baseline Schemes

In order to illustrate the superiority of the active RIS-assisted
scheme in enhancing the dual-function of the DFRC system, we
compare the proposed scheme with the following benchmarks:

1) No RIS No Sensing: To compare the SR gain obtained

by the active and passive RISs, we implement a scheme

DFRC-BS Eavesdropper User
0,0) (50,0) (60,0)

Fig. 2. Simulation system setup.

with no RIS as a lower bound of SR performance with the
sensing function ignored.

2) Passive RIS: The passive RIS-related algorithm is almost
the same as the original SDR-MM-based AO algorithm.
Considering the property of the passive RIS, the terms
generated by the amplified thermal noise and constraint
(20d) are dropped, and constraint (20e) is reformulated as
unit-modulus constraint.

For the fairness of our comparison, the total power consump-

tion is considered. The total power budgets of the three schemes
are respectively given as

Qact _ P(z)xct + PRIS + Nact (PSW + PDC)v (67)
Qpas _ Pé)as + NpaSPSW» (68)
QNRNS _ pNRNS, (69)

where Q2°t, QP and QVENS are the total power of the schemes
“Active RIS”, “Passive RIS” and “No RIS No Sensing”, and
Pact, PP and P)NRNS are the transmit power at the BS of the
schemes “Active RIS”, “Passive RIS’ and “No RIS No Sensing”,
respectively. The scalar Psyww = —5 dBm denotes the power
consumption in phase control of each element of the RISs,
and Ppc = —10 dBm denotes the direct-current (DC) power
consumption of each active RIS element. After accounting for
the power budget at the active RIS, the remaining power is
allocated to the BS for the schemes “Passive RIS and “No RIS
No Sensing”.

C. Convergence Behavior of the Algorithm

In this subsection, the convergence behavior of our algorithm
is shown in Fig. 3. As depicted, the SDR-MM-based AO al-
gorithm converges within 20 outer-layer iterations with differ-
ent parameter settings, which indicates the good convergence
behavior of our algorithm in different scenarios. In addition,
it is shown that the secrecy performance can be enhanced by
increasing the number of antennas, the number of RIS elements
and the maximum amplitude gain of the active RIS as expected.
Furthermore, it is depicted that there is a slight SR gain in the
“Without Sensing” scheme compared with the default scheme,
which indicates that there is a trade-off between the communi-
cation and sensing performance of the secure DFRC system.

D. Sensing Function of the Proposed Scheme

The sensing function of the proposed scheme is investigated
in this subsection. The cumulative distribution functions (CDF)
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15.5

SR (nat/s/Hz)

—e— 1) = 15dB, M = 4, N = 12, Without Senisng
——1n=15dB,M = 4,N

—a— 7 = 15dB, M = 6, N = 12
17 = 15dB, M = 4,N = 24

6 8 10 12 14 16 18 20
Iteration Number

Fig. 3. Convergence behavior of the proposed algorithm.
1
09t
08t
07
06
=
2 o05f
8}
041
03
=——o—PAS, initialized
02f —e— PAS, optimized
=g ACT, 7 = 10dB, initialized
04 —¢— ACT, 5 = 10dB, optimized
. e ACT, 1) = 15dB, initialized
04 J et ACT, 1) = 15dB, optimized
-100 -80 -60 -40 -20 0 20
Radar SINR (dB)
Fig. 4. CDF of radar echo SINR.

of radar echo SINR are shown in Fig. 4, where the CDFs
corresponding to the initialized values of W and & are labeled
as “initialized” and those corresponding to the optimized values
are labeled as “optimized”, respectively. The threshold of radar
echo SINR ~; is set as —100 dB to ensure the feasibility of the
passive RIS-assisted scheme. In addition, for the fairness of our
comparison between the initialized and optimized schemes, the
initialized beamforming matrix W satisfies tr(WW*) = R,
and each diagonal element of the initialized reflecting coefficient
matrix ® is with the amplitude of 0.957 and random phase shift.

Asdepictedin Fig. 4, the radar SINR of the active RIS-assisted
schemes significantly exceed those of the passive RIS-assisted
those. Specifically, the mean SINR of the active RIS with
n = 15 dB exceeds that of the passive RIS by approximately
60 dB. In addition, although the radar SINR is in constraint (20b)
instead of the objective function, the sensing performance of the
RIS-assisted systems is still enhanced with the SDR-MM-based
algorithm. In addition, it is worth noting that the sensing perfor-
mance gain of the active RIS-assisted schemes also prevail over
their passive counterparts. For instance, the SINR gain of the
active RIS withn = 15 dB is approximately 35 dB, which greatly
exceeds 10 dB of the passive RIS-assisted scheme. Therefore,
we can conclude that the active RIS outperforms its passive
counterpart in terms of sensing performance.

SR (nat/s/Hz)

=@ 1) = 10dB, Pris = 17dBm

=g 1) = 15dB, Pyis = 17dBm
7 = 20dB, Pris = 17dBm

== 1) = 20dB, Pgis = 27dBm

= Passive RIS

weeip—= No RIS No Sensing

27 28 29 30 31 32 33

P, (dBm)
Fig. 5. System SR versus the maximum transmit power.

16 ‘

—o—1n =10dB

155 | —a—n = 15dB

n = 20dB

151
N
=
S~
Z
S
]
=
1
n
15 ‘ ‘ ‘ ‘ ‘
7 10 13 17 20 23 27
Pris (dBm)
Fig. 6. System SR versus power allocation at the active RIS.

E. Secrecy Rate Versus the Maximum Transmit Power

The impact of the maximum transmit power at the BS and
active RIS is illustrated in Fig. 6. It is worth noting that the total
power budget is actually not the same among different schemes
in Fig. 6, but we can still observe some phenomena from the
result.

As shown in Fig. 6, it is obvious that there is an approximate
logarithmic relationship between the SR and Fy. In addition,
there is only a slight gain of the passive RIS-assisted system
owing to the severe path loss of the RIS reflecting channel. In
contrast, the active RIS-assisted schemes achieve much better
performance in terms of secrecy rate. Specifically, when Py =
30 dBm, the passive RIS obtains an SR gain of only 0.38
nat/s/Hz, in other words 3.63%, while the active RIS with n =
10/15 dB obtains a gain of 2.04/4.02 nat/s/Hz, in other words
19.5%/38.4% respectively with an extra power consumption of
17 dBm. In addition, when Fy = 30 dBm and Pris = 17 dBm,
the total power budget of the active RIS with n = 15 dB is
30.28 dBm < 31 dBm. Nevertheless, the corresponding SR per-
formance still exceeds that of the passive RIS-assisted scheme
with Py = 31 dBm by 1.81 nat/s/Hz. This verifies the ability of
the active RIS in combating the “multiplicative fading” effect,
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and indicates the advantage of deploying an active RIS over a
passive RIS in terms of secure wireless communication.

Furthermore, the transmit power budget at the active RIS also
has an impact on the achievable SR. As illustrated in Fig. 6, the
SR with Pris = 17 dBm and 17 = 20 dB merely obtains a slight
increase compared with the Pryg = 17 dBm, n = 15 dB scheme
and finally reaches its limit, while the SR with Prig = 27 dBm,
1n = 20 dB obviously exceeds the aforementioned counterparts.
This is owing to the fact that the maximum transmit power at the
active RIS is decisive for the maximum power received at the
legitimate user. In particular, when the active RIS is operating
at the maximum transmit power, it is difficult to increase the
received power at the legitimate user by increasing the transmit
power at the DFRC-BS, and thereby posing a limit on the achiev-
able SR. Therefore, we can conclude that the maximum transmit
power at the active RIS determines the achievable upper bound
of SR with the same F, at the DFRC-BS, and the relationship
between secrecy performance and power allocation between the
DFRC-BS and the active RIS is further explored in the following
subsection.

F. Secrecy Rate Versus Power Allocation

Fig. 5 illustrates the relationship between the secrecy perfor-
mance and the power allocation of the system. Note that the total
power budget in this subsection is in correspondence with the
default setup, where the total power budget is set as 30.28 dBm.

AsdepictedinFig. 5, itis beneficial to allocate adequate power
to the active RIS for better secrecy performance, and the critical
factor of the power allocation is the maximum amplification
gain of the active RIS. Specifically, when 7 of the active RIS
is relatively high, the SR performance experiences an initial
increase but then declines with the increase of Prrs. This is
owing to the fact that the operating amplification gain of the
elements are rising with the increase of the transmit power bud-
get at the active RIS. Nevertheless, when most of the elements
are approximately operating at the maximum amplitude gain
7, extra power allocation will not be effective for improving
the SR performance, while the SR will decline owing to the
decrease in transmit power at the DFRC-BS. Furthermore, since
more power is required for active RIS elements with larger
amplitude gain to reach their limit, the power budget at the active
RIS corresponding to the maximum secrecy performance also
increases with the maximum amplitude gain 7).

G. Secrecy Rate Versus the Number of RIS Elements

Fig. 7 illustrates the relationship between SR and the number
of reflecting elements. As expected, the secure communication
performance ascends along with the increase in the number
of RIS elements. In addition, the active RIS-assisted schemes
significantly prevail over the passive RIS-assisted scheme with
the same power budget and the equal number of RIS elements.
The diminishing return law and the impact of Prig are also
obvious in relevant schemes. Specifically, the SR performance
gap between the n = 15 dB, Pris = 17 dBm is approximately 1
nat/s/Hz with N = 12, which reduces to 0.18 nat/s/Hz with N =
36 owing to the limited power at the active RIS. Furthermore, the
SR gain obtained by increasing the number of elements from 12

|

S

SR (nat/s/Hz)

mfe Passive RIS
=@ 1 = 10dB, Pyig = 17dBm

7 = 15dB, Pris = 17dBm
=—Pp— 1) = 20dB, Pris = 17dBm
i 1) = 20dB, Pris = 23dBm | |

w

| | | | |
12 16 20 24 28 32 36
Number of RIS Elements

Fig. 7. System SR versus the number of elements .
0
a
S st
]
<
o
£
810
g
=%
£
3
M 15+
°
3
]
g a0l
Q
z
25 w ‘
-90 -45 0 45 90
angle(deg)
Fig. 8. Normalized beampattern gain.

to 36 can exceed that of increasing the maximum amplitude gain
by approximately 5 dB with proper power allocation between
the DFRC-BS and the active RIS.

H. Beampattern of the Proposed Scheme

As is mentioned above, since the direct link between the
DFRC-BS and the sensing target is obstructed, it is reasonable
to regard the active RIS as a monostatic MIMO radar. Hence,
we denote the beampattern at the active RIS as

P =E {!aH () <I>HBRX\2}

= a' (9) ®HgrRHI; ®Ma (6), (70)

where 0 denotes the AoD at the active RIS. We investigate
the normalized beampattern gain of the proposed scheme in
Fig. 8.

It is depicted that the center of the main lobe is located at
the AoD of the legitimate user instead of the target, which
is due to the fact that the objective function is the SR of the
system instead of the radar SINR. In addition, the normalized
beampattern shows a trough at the AoD of the eavesdropper and a
side lobe at the AoD of the target, respectively. Furthermore, it is
worth noting that the width of the main lobe is obviously reduced
and the side lobes are effectively suppressed by increasing the
number of RIS elements, while more antennas at the BS cannot
lead to better directivity of the sensing function.
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V. CONCLUSION

In this paper, we studied the dual-function of an active RIS-
assisted DFRC system with the presence of active eavesdrop-
ping, where the radar sensing performance is evaluated with the
four-hop radar echo. In particular, we aimed at solving the SR
maximization problem by jointly optimizing the beamforming
matrix at the DFRC-BS and the reflecting coefficient matrix
at the active RIS, subject to the radar echo SINR constraint
and the transmit power consumption constraints. An SDR-MM-
based AO algorithm was proposed to tackle the complicated
non-convex optimization problem. Specifically, we first utilized
the SCA method to transform the radar SINR constraint into a
more tractable form, then applied the SDR and MM algorithms
to iteratively solve the problem. Our simulation results vali-
dated that the amplification function of the active RIS not only
enhances the performance in physical layer security, but also
observably overcomes the “multiplicative fading” effect of the
four-hop sensing channel. Furthermore, the active RIS prevails
over traditional passive RIS in both secure communication as
well as radar sensing with the same transmit power budget.

APPENDIX A
PROOF OF LEMMA 1

Since it is readily verified that function ¢(X,X*,J) =
tr(XHJ~1X) is jointly convex of {X,J}, we will obtain a
lower bound of ¢(X,X*,J) by linearizing it at feasible point
Xy, Iy} as

9(X, X J) > 9(Xx), X(ky, I (k)

T
dg
+our| [ X - X,
(ax X_X(k) ( *))

T
dg R
i <ax* e ) (x - xi)
(k)
5 T
g
+ tr — J—=J , (71)
<5J J_J(k) (T =Jw)
where the first-order derivatives can be obtained in [51] as
dg _I\T
— = (J X* 72
22— )X 72
Jg —1
=J'X 73
< : (73)
dg -1 Hy-1)T
— = (JT'XX"J . 74
53 ( ) (74)

Hence, we can obtain the lower bound of ¢g(X, X*,J) by sub-
stituting the above derivatives into (71) as

tr (XMJ'X)
> 2Re (tr (XU 3 X) ) = tr (I X X 9)
(75)

which is actually inequality (22) and the proof is completed.

APPENDIX B
PROOF OF EQUATION (47), (48) AND (56)

Note that Q = o? diag(vec(G))"(Iy ® HgrEHER)
diag(vec(G)), M1 = Qqi:n,1:n), and we will derive that
VHEQ v = tr(VM, ; V) as follows.

Let us define Gy = ~ydiag(a(f)), and we have

MGy 0 0
0 MGy - 0
diag (vec (G)) = 20 , (76)
0 0 AnGo

where A;,i = 1,2,..., N denotes the i-th element of a*(§). In
addition, let F = HBREHER > 0, and the expression of Q;
can be further transformed into

o2 diag (vec (G))" (Iy @ F) diag (vec (G))

(121 P GEFGo 0 e 0
_ 2 0 M PGEFGy - 0
v N
I 0 0 AN [*GEFGy
[GI'FG, 0 0
_ 0 GIFG, --- 0 . a7
| 0 0 GHFG,

Since G(})IFGO > 0, it can be easily derived that Q; is also
positive semi-definite. We then derive that M | = Q[i.n,1.8) =
GI'FG satisfies viIQ v = tr(VM, ; V). By applying equa-
tion tr(ABCD) = (vec(D™))T(CT ® A)vec(B), and letting
A= G(I){FGO, B=D=V,C =1y, wehave

VHQv = (vec (V) (In @ (GIFGy)) vec (V)
= (vec (VD))" (Iy ® (GIFGo)) vec (V)
= tr (G{'FGVV)

= tr (VM V). (78)

Note that M | = G(I;IFGO is also semi-definite. In addition,
positive semi-definiteness of Q;, Q3 and the method of obtain-
ing M >, M, form Q,, Q3 can be derived likewise. Hence, the
proof of (47), (48) and (56) is completed.
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